M§005
[geSeoondpoogon(g§en§Eeeord

[gpSeconlpooqiiody)dd:

qodg -2~ Jo
e[035(Gre0m605( 5 /o))
sodgéonéalesluggés

oIl @éeqooéqooq&oo%ql&ﬁ:? Garaocﬁw%@d] o%saooéggcxgﬁc%zsao: onéal

N

0§8(G¢ ©900CgEdRAln(Ys capssimadgag 0o&xgt:dle(ogpd: elogpoomed
cloopS-

o Lot=dg o§ce0oégoadc§imdjimeps

ol Lot (1) Mini Data Center Maintenance Service for one year

M oeoolgaelbedien  §p5:0p0084]§8p38:aqpSIe0giadqpaadiagosd
eqsdeaaad(gagoqpiod 09 - 0 -Jo J qodeg ( 96 : 0o) =gl§a00pd:s c§o0Bads
coozg) 0oEagE:qepl
Qll emoagcwg@dlssqlcﬁaacocﬁqoscﬁ @écoooéoemq&oo%qn&ﬁzl §32905-0 I
c$(gpSeoddi 0§2-0800-60906 3 §eql§303€: s005a3054) OOSQI)L%EL;I:Dé-
(o) Bodgéontalds
(5)  onalopdeqiStopdindigpssd

(0)  seea0:dodaagiadascondqp: Request for Proposal

onéaloonddeqessBodeaicmdeo’

@éeooof:ogmqé:oéql&{]s



M§2005

[§&eofges
fee(o33(goootod:
593909y Seqzg)n cogeogardy)Sen:3:Bigogl pgraBY,
(845 3qSeqpoyn 2eogecgmpdsydea:didigrs pgqo3§ g, 505

ODSB?CYQDI LOMm- J/Goo/IT( R/Jo] J)

381 o)) 251 edg0lco 2 qo3

Sl
[GpSec0négorgiodg)Seocy
32(gooStacpEiogonay
B§lozoreqrgpqrSeocy
3030033(§06:303E:0§ /3030008 (030eqE4:q Oq:000)
onéaleondéeepsBodeqemdecdang ofqps
§eco0dd

(o

%fg/
(0oEHE(RE:)

@5@%3%;



[gpSeconépaogon[g§en§Eecor’

o\ @ [gpSecondqeoadiodqyde:

ol]

JII

’\)II

i LIS B

Mini Data Center (Gfg€c84§:238:[gE: (Only Service) (0>dsdoo)o§esonle
opSc§ondalonéand:[géiamognd Bc8ndgoesonigodaupd
onéalopdianiqindep:

Calonagéiopadlioopd  mgaBarbe:dlep mgodmcondyp:  §¢

§p520p000g§dp$:a8epagIdaec0ndqp:  (Company  Profile  and

Technical Specification) &¢ eqjis§:3a3(g|ago (Financial Proposal) o3aso:

Be[greqjod803g) 0r€alonCogionplddses =0n ( 0q - o - Jo))) qodes

(06:00) §o8§ c§o05882000:5) rE3lenSeosi [gpSec0ndpongindq)o§:ad

B3gaqob 03uSo3Ecveapadenigdiqepdit 205603480005 cogPags

[Beo eepadeooeonn oréslgpiasn: adio (0d:0) w0536pS ewroSdli

opgadadCep cpdcdeamgodmeondypiss §p5:0p0004]8d098:8Eep 3305

Poodgps 003305038 cao0deed(gdl 3gI0dme0dgpad egdengod

copgag&sendgeepd-

() opgaBeosqodd (Sgp grogorE(gag)

(8)  opgadm(03:a03(3EqC)mepdss §E&am:8odeaamod(go:dgy)

(0) opgaBel §opdide¢ Professional Staff sa8ason on€alonEogleoneh
32603,33(03030] 0380lanpds copdogaeed(ges

(20) 0§ea0oCeaR0CEgppd caoodgadepd RéqiCodcdyp: mepd
226 C24¢ §p5:0p00/3200050p00 (Training) qge(god:ev:&Eal

(c)  egelogreopSuododigestoodonndy) oreade nagd 3o
20p9 Bank Statement o>E[ga§!

(0) segsmnEsqCee(ngols c0o00585/05

(s0) Request for Proposal (RFP) o Proposal Requirement

(@) orlalamoede(m: 0% 60:0982000:00p5 WIS (9qE:)

opgadsdCapadedemgodamcondypiss §p5:0p0004]8dg8:88ep 32505

FCOMdQPL330503¢ ec@éaﬁwémgcﬁmooésqascﬁ copdagéieud(ggé:

@ o cﬂ Q QO ° O 3 4 c 2 QO © c 6 c(;]l
e lﬂl ?’Jo(%CoCD@DgC.,(I)DoG:DD o?gcwqpos'aoo coooame,o)ooeg U%O’) I



9II

SII

off

QII

ol

@II

J

eqj:§4:3030(g|az003¢ eamndeud(gilesgiadaacondqp: dlfqeps-

(o) Request for Proposal (RFP) ol Proposal Requirement o%cﬁp_gooé
onCogliepdmndSadianrssiod ([gSeomydeg)dé euvdgqepd=(ge
2220284 ¢0l Boggoeeaoniesdgoonqepdi

() ooCaleamal(gopmmeg(gé  moopS[gioontopdeqrasiad  (GEsod
efgoé:d(gé: ogiqal

(0)  capasi00p50dem009 () o [gde(0goe: cud(guldqesS
§p5:0p00388ep  63E05¢05a§eo00 orElonEagdiangpiel ooapoce:
QCep @3(gjagogpeann: onalevnddespaédodereamdecdy codcdigl
gp2 32020026 66, 6600503¢ 0dea0:epS(gd(g: gose Quality and Cost Based
Solutions Methods (§¢ egegiuSagntepd(gdcloopdi madvlegqodogé onéal
onloglropmaniadte  3EQE  (Jeunod) qCzc0Cs0n€(gadelgodeodEonps
081080308038 eqjeSengoSconespodquleadi o§esoolecutep)d codcss
§p010p0oqPescodagdeg) onéalgewondaopdesopd (00)8s69§ online
Presentation @m&qeéu on€algéern056p3qrec3és mdoodSzacdoyd
me{ogoCe{0g0epS(g(G: me(0goé:{ogoie0038 Online Meeting &¢0o050005
6200 3RIODIBCO0dGP: (Meeting ID) copgogEeozepd(gdoopdi
§&eeodmiqe mepdqndoogl: (Black List) onéogéioonieonn cpead
p08|c8[gdclon oréslessnd(gé(GgdeanScopds ouSgindepS(gdaopS
onéalonCoglane onéalamsede(ng: (0oEslon§iet) 0% o3 [g§epdigozeqs
bl e(gpdecndagé  2005¢0dg058émp8  (BlorEeviogaaonieepdi
olalemoede(og: 0% copdioon:0pd  gedeqind  orsleagpadago
nCaycsgisapé oné(geepd

onCalecaanéfgleon oréslonagliapgpizn:  ooeproane(godsfogo:(:

GE:0dcia38s00086000 0&alamnede(n3ind (Q)qdm0p¢E: [g§copdanoseo:

©p5(gdloopSi

onéaleani(gleannonopd o8c§iamoedc(o: Performance Guarantee

(PG) onlaleamnlon§Biel 00% o o&3long) 66038 (5|on€evingds

00260l



Q01

OOl

o JII

OQII

Ogll

OSII

o6

OQII

o0l

OGII

J()II

?

oncalemnd(gopscardesianddglong)da3 orsleamni(gEpdess (00)
q05303C: §68:20607007073) 55 5B6epS(38(G: ©og503a85esIC:0083:
3003 0pOc§reondsam aydqepdi oraleané(géaronpd eogScooeqpo’
6Bqs  Qqodagaddlen  weondaglioontanpd  orslmdedegaan:
&&&eondongnoegad coagtiend(ydaopdi

onéaleamc(géane g% m§agudapdedigs cutesna(§:opd gidon(ge
2000g)€ 0§es008gm§iece % oleggd (Withholding Tax) [go5e0m0be)
23§00 c0li§: ogfegmn ouvduyone  ©g)SdlopSiondigiedep:
§&3p3 c02650p5(gdcloopd

onCslemac(gopmes(yé cpdcsiconddesonigodepopd cobeds 2005905
m00m§a%G:  00598Cqpgre¢  Completion  Certificate  q§[Ge9200
onlagéioomean  cpScdficlgonde  aoede(ogi(0o%)  Performance
Guarantee 03 (0)oo3303¢: (§§copScnodevtenSgdoloopdi
onéaleanni{glanonpd eogSolopSind:godqpiaen: c3nd§oq8q0dmg05dl
o ©93)|0|05338:0p33(gE Performance Guarantee (PG) 03c0pS: cpleiselle
B cousagsagniepdgdaopdi

onéalegancglagonpd cpdcsiconddesonégadesodmocmané: meadal
3202 p0:q|00gea¢ cpScdeq,0q€qiadqp: [gdedlovodlm méslemSecdel
3adm(§o3a03¢: c3ndsoesongndogoiepd

Bodgcortalgp:Bodas clogponconionpiesqrd egadigé: [gdedlcood]
o or€alonogéione conddeepS(gdoopdi

onéaleamnd(gornpd  esoolgodaen) ofesonle  cvdcdigpiaan:
[gpSecondeengEindq)S§ioné esoalgadeoqepS(gdoopd
néalegmndfgloronpd ofeaonlecuqepd  coSciigpimo:  090¢d
m§oogad coddeo:mdge:s(ge

oné3leamnéglapanpd o§esonacobeigp: caoogadeapoz ood9odooo:
2093 (Scope of Work) 3303¢&: eaonégadeoqendi

@éso&n/moocﬁoea (Training) Gozgogé Training Material gjos3202
[Gle9Se0iaqepdi

End User Support (Registration) S o%caooéggco:%cqeén



JJII

J?II

g

[gpSeconoenqCiodqdda orslembecBanpd or€agliconoopl BoSeé

onalgpaan: 8od[gln egegudgés oudyod[ges moodmdes (g&copS
eslup(géiodnd esondgndaésionpd=e(ge wodsang el 3ad:as(godono 30opd
[gS00pSu

6q&2céioopl MBgadqpisad 326a0:80583§c3dlon 0Bqo-coqogo B &)

aaogf:: aocﬁogcﬁce:@@:%éd]wéu

2}

on&alemndeocd

Ly N [N c Coe
@@Gooocogooqc.ooql[osﬂ:



Request for Proposal

[gpSeconComontiodqddu cs(gpSeond e Mini Data Center [g[gEc8§:038:gE: (Only

Service) (026§602) cv3c§:(y8(Gs odesoolaqopepd crdcisgpss

L]

¢ opdcéimennidadeo

63200501303 (S uloopd-
No. Category Service Scope Supporting Resource
1 Data Center Facilities Portion (IT)

e Monitor and regular check, test &

troubleshoot WAN connectivity issues
- Monitor the network and submit

issues to ISPs after reporting to |

e Mainly  8/7
Remote Monitoring
e Supported by on-

site engineers 3 days

ISP & WAN OAG per week
11 Connectivity - Discuss and solve line issues with
OAG and ISPs
- Monitor and troubleshoot OAG
Network
- Monitor and troubleshoot Regions
and States Network
e Maintenance, management, |e Mainly  8/7
configure, firmware upgrade & | Remote Monitoring
OAG DC Core troubleshoot including connectivity |e Supported by on-
and on: site engineers 3 days
1.2 | Distribution & - Existing Network firewalls, outside per week
Access switch, core switches, server
Network Layer switches and routers
- Existing Distribution floor switches
& access switches
Maintenance, management, | ¢ Mainly  8/7
configure, firmware upgrade, policy | Remote Monitoring
updates and troubleshooting e Supported by on -
- Monitor and analyze logs site engineers 3 days
Firewall and - Firewalls and Secure email gateway | per week
13 Secure Email are as below: (But not limited to)
Gateway - ASA 5525

- PA220
- Forti Mail 400F

e Pentest every six month




Server and Tape

Monitor backup schedule weekly
check and test tape backups monthly

| e Mainly

8/7
Remote Monitoring

1.4 Troubleshoot  Backup  hardware |e Supported by on -
Backup software issues site engineers 3 days
per week
Monitor vCenter weekly e Mainly  8/7
Management, configure, upgrade, | Remote Monitoring
update and Troubleshooting e Supported by on -
1.5 VMware Add new VM on demand site engineers 3 days
Review the design of the | perweek
virtualization environment every 3
months
Maintenance, management, | Mainly  8/7
configuration, policy updates and | Remote Monitoring
troubleshooting e Supported by on -
Active Directory Management including (but not | site engineers 3 days
1.6 Domain limited to): DNS, ADS, DHCP per week
Policy including (but not limited to):
Group Policy, Password Policy
Daily health check and weekly service
maintenance
Maintenance, management, | e Mainly  8/7
configuration, updates and | Remote Monitoring
troubleshooting for the following|e Supported by on -
servers: site engineers 3 days
Microsoft SharePoint Servers per week
Microsoft Exchange Servers
File Servers
Servers and Antivirus Server
1.7 Storages SQL Server

Maintenance, management, configure,
updates and troubleshooting for the
following server and storages:

HPE MSA 1040

HPE MSA 2040

Store Virtual

Tape Library

HPE DL 380 Servers




HPE Blade Servers
NAS
Daily health check and weekly service

maintenance

Data Center Facilities Portion (Non - IT)

2.1

Generator, ATS,
Distribution
Panel and
Electrical Power]

Monitor and regular check, test &
troubleshoot generator, ATS issues
and all cables
Industrial Power
Sockets

Check Supply Voltage on all server
racks

Check all Light fixtures

Fixing if loosen

Check input/output 3 phase voltage
Check Generator RPM, Air Filter,
Water tank and other related parts
Check Generator control panel

Check Generator engine oil condition
and change if it is needed to change
Check air filter if it is need to change
Overall Health Checkup of Electrical
Setup

Switches and

e Emergency on-call
Standby 8/7/365

e Mainly  8/7
Remote Monitoring

e Supported by on -
site engineers 3 days
per week

2.2

UPS + Battery

Monitor and regular check, test &
troubleshoot UPS and battery issues
Perform a temperature check on all
breaker, connections, and associated
controls.

-Replace Battery & fuses

e Mainly  8/7
Remote Monitoring
e Supported by on -

site engineers 3 days

per week

2.3

Stabilizer

Monitor and regular check, test &
troubleshoot Stabilizer issues

e Mainly  8/7
Remote Monitoring
e Supported by on -

site engineers 3 days

per week




Monitor and regular check
- Maintenance and testing, adjusting

e Mainly  8/7

Remote Monitoring

2.4 HVAC and balancing every 3 months e Supported by on -
Troubleshoot HVAC issues site engineers 3 days
per week
Monitor and regular check both|eMainly  8/7
fire/smoke and heat Remote Monitoring
25 | Fire Detection Maintenance and fire alarm testing |e Supported by on -
every 3 months site engineers 3 days
Check fire extinguisher monthly per week
Troubleshoot fire detection issues
Monitor and daily regular check e Mainly  8/7
Check CCTV records daily Remote Monitoring
26 Security and Check the camera lens is focused and e Supported by on -
CCTV system adjusted properly and adapter too. site engineers 3 days
Check for loose wire per week
Troubleshoot CCTV issues
Monitor and daily regular check e Mainly  8/7
Check Door access records daily Remote Monitoring
2.7 Door access Maintain door access device e Supported by on -
Troubleshoot door access issues site engineers 3 days
per week
Monitor and daily regular check e Mainly  8/7
Cisco WIEi Ma-nage, configure Wireless Access | Remote Monitoring
2.8 Points e Supported by on -
controller - ) .
Troubleshoot unified controller and | site engineers 3 days
cisco controller issues per week
Maintain and update the inventory | e Supported by on -
assets. All new assetsmust be updated | site engineers and
2.9 Inventory
after installation and maintenance prepared quarterly
report to OAG
The following documentation must be |* SupPorted by on -
prepared: site engineers and
210 | Documentations|  ® Detailed Network diagram prepared quarterly

e Detailed virtualization
environment design and

configuration

report to OAG




e Logical and physical design

e Active Directory diagram

e VMware and vSphere Design

e Detailed Storage Volume, Pools

ConfigurationDesign

e Pen Test Report

¢ Troubleshooting Guidelines for
some normal errors relating with
IT and Non-IT those can be
resolved by normal IT user

Licenses and warranty of all servers’,
related CALs, network devices, antivirus
Licensing and and VMware must be maintained and
211 updated. Any issues related to licensing
warranty
and warranty must be reported to OAG.
License status must be reported to OAG

two months before expiry.

« Supported by on-
site engineers

3 On-Job-Training and other related trainings

« Basic Networking Course
« Wireless LAN Training

e VM Ware Training

« Window Server Administration Course

« Data Center Design (Requirement &
Enterprise ~ Storage  Architecture
Training)

3.1 Training

« Troubleshooting for  Networking,
Server & Storage and other related
technical errors

» Supported by on-
site engineers and
trainers
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